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Secure & Privacy-Preserving Participatory
Sensing of Wireless Interference

Background

Wireless communication, whether unidirectional or bidirectional, can be easily disrupted,
especially when it is easy to interfere legitimate transmissions, causing a denial of service, or
degradation of the communication quality (e.g., lower data rates). One option to manage
interference or counter jammers is to map the environment, towards detecting the affected area.
Such information can be used to remove the source of interference and network disruption, or
before this is possible, warn users. This can be crucial for a broad gamut of systems and
applications that rely on uninterrupted, reliable and good quality connectivity. Having timely
information on disruptions and outages can be an important dimension of public well-being and
safety.

The challenge lies in how to collect such information - if network infrastructure is available, e.g.,
base stations or access points or road-side units, they can perform each their own detection of
interference. However, it necessary to detect degradation on the side of users, which may not be
perceived by the network infrastructure. Or, more broadly, it is the quality of
communication/networking the users get that is important.

Participatory sensing, or mobile crowd sening, can be invaluable: users perform their own
measurements (interference, communication quality) and they can contribute such data in real-
time. A server can collect this data and detect the affected area. However, it is not straightforward
to ensure the security of the data collection and reassure the contributing users that their privacy
is safeguarded. This is what this project plans to achieve: create a demonstrable system that, in a

secure and privacy preserving manner collects data from participating users’ devices, and detect
interference and network degradation.
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Challenges to investigate

e Collection of interference measurements in the system/band of interest (e.g., WiFi,
Cellular).
e Collection of measurements on communication/connectivity quality.
e Aggregation of geo- and time-stamped collected data at a server, when collecting devices
have network access and can reach the server.
e Secure and privacy-preserving aggregation of the collected data
o Ensure that only ‘approved’ participants submit data, which are not modified en-
route
o Ensure that the aggregation service cannot
o Assess the quality of the data at the server and reject inconsistent/faulty
e Creation of a dynamically updated map of interference/quality of connectivity
e Secure and privacy-preserving provision of location-based updates to users querying for
data or having subscribed for alerts.

Resources

Networked Systems Security Lab space and equipment, in conjunction with WARA-PS
platforms/facilities and premises.

Deliverables

e Implementation and evauation of components as per the ‘challenges’ bullet list.
e Small scale campaign for data collection, with controlled environment.
e Simple demonstration.
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